17T BUbE B 2R B 1 2 4 G el A 55 o

A NS R

Wed Nov 10 16:
S— AN AT AR
SARAEYE | NCCST-ANA-2021-0000551 SRR 139 CST 2001
Wed Nov 10 00:
wE | AT B
Ll a7 I TH Eeihl 00:00 CST 2021

R Windows {F3E H A B FIRE A FAE 2 (E 7 =i > a8l

BRI | o e s g
TTEERETHS  SF R T W

B5E N B33 Windows 1ESE e B F A2 U2 2 (8 2 2 R lE(CVE-2021-
AEERE | 26443 ~ 38666 ~ 42292 K 42321) » il B ] RE R EE T T AR
b5 -

ZRERRATT

CVE-2021-26443 :

Windows 10 Version 1809 for x64-based Systems

Windows 10 Version 1909 for x64-based Systems
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Windows 10 Version 2004 for x64-based Systems

Windows 10 Version 20H2 for x64-based Systems

Windows 10 Version 21H1 for x64-based Systems

Windows 11 for x64-based Systems




Windows

Windows

Windows

Windows

Windows

Windows

Server 2019

Server 2019 (Server Core installation)

Server 2022

Server 2022 (Server Core installation)

Server, version 2004 (Server Core installation)

Server, version 20H2 (Server Core Installation)

CVE-2021-38666 :

Remote Desktop client for Windows Desktop

Windows

Windows

Windows

Windows

Windows

7 for 32-bit Systems Service Pack 1

7 for x64-based Systems Service Pack 1

8.1 for 32-bit systems

8.1 for x64-based systems

RT 8.1




Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

10

10

10

10

10

10

10

10

10

10

10

10

10

for 32-bit Systems

for x64-based Systems

Version 1607 for 32-bit Systems

Version 1607 for x64-based Systems

Version 1809 for 32-bit Systems

Version 1809 for ARM64-based Systems

Version 1809 for x64-based Systems

Version 1909 for 32-bit Systems

Version 1909 for ARM64-based Systems

Version 1909 for x64-based Systems

Version 2004 for 32-bit Systems

Version 2004 for ARM64-based Systems

Version 2004 for x64-based Systems




Windows 10 Version 20H2 for 32-bit Systems

Windows 10 Version 20H2 for ARM64-based Systems

Windows 10 Version 20H2 for x64-based Systems

Windows 10 Version 21H1 for 32-bit Systems

Windows 10 Version 21H1 for ARM64-based Systems

Windows 10 Version 21H1 for x64-based Systems

Windows 11 for ARM64-based Systems

Windows 11 for x64-based Systems

Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server C

ore installation)

Windows Server 2008 for x64-based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2 (Serv

er Core installation)




Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1

(Server Core installation)

Windows Server 2012

Windows Server 2012 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

Windows Server 2016

Windows Server 2016 (Server Core installation)

Windows Server 2019

Windows Server 2019 (Server Core installation)

Windows Server 2022

Windows Server 2022 (Server Core installation)

Windows Server, version 2004 (Server Core installation)




Windows Server, version 20H2 (Server Core Installation)

CVE-2021-42292 :

Microsoft 365 Apps for Enterprise for 32-bit Systems

Microsoft 365 Apps for Enterprise for 64-bit Systems

Microsoft Excel 2013 RT Service Pack 1

Microsoft Excel 2013 Service Pack 1 (32-bit editions)

Microsoft Excel 2013 Service Pack 1 (64-bit editions)

Microsoft Excel 2016 (32-bit edition)

Microsoft Excel 2016 (64-bit edition)

Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)

Microsoft Office 2013 Service Pack 1 (64-bit editions)

Microsoft Office 2016 (32-bit edition)




Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for Mac

Microsoft Office LTSC 2021 for 32-bit editions

Microsoft Office LTSC 2021 for 64-bit editions

Microsoft Office LTSC for Mac 2021

CVE-2021-42321 :

Microsoft Exchange Server 2016 Cumulative Update 21

Microsoft Exchange Server 2016 Cumulative Update 22

Microsoft Exchange Server 2019 Cumulative Update 10

Microsoft Exchange Server 2019 Cumulative Update 11
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1.https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-202




1-26443

2.https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-202

1-38666

3.https://msrc.microsoft.com/update-guide/en-US/vulnerability/ CVE-202

1-42292

4 .https://msrc.microsoft.com/update-guide/en-US/vulnerability/ CVE-202

1-42321

1.https://www.ithome.com.tw/news/147751

2.https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-202

1-26443

3.https://msrc.microsoft.com/update-guide/en-US/vulnerability/ CVE-202

1-38666

4 .https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-202

1-42292

5.https://msrc.microsoft.com/update-guide/en-US/vulnerability/ CVE-202

1-42321




